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Infra s truc ture
Re s ilie ncy

Whe re  we  s ta rte d  ….
(Ja nua ry 2021)

 CCure Servers – badging system –
on aging, out of support, hardware 
and software.

 Backup drive with data, but no local 
or cloud business continuity.

 Aging firewall, not owned by DAA.

 No backups of data in M365 cloud –
email, calendars, files, etc.

 Multiple staff computers well 
beyond fit for purpose – up to 12.5 
years old. 

 Difficult to use, inconsistent 
conference room with limited 
functionality.
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Infra s truc ture
Vulne ra b ilitie s

Whe re  we  s ta rte d  ….
(Ja nua ry 2021)

 CCure Servers – badging system –
operating system and software out of 
support – no updates no security patches.

 Firewall without advanced filtering 
and logging, and without SIEM/SOC.

 Main server software behind on 
patching, firmware and security updates.

 Multiple staff computers operating 
systems out of support, no security 
patches. Others behind on patches.

 Switch and wireless infrastructure 
behind on patches.

 Remote connections to DAA 
network and to M365 missing multi-
factor authentication.

 Older accounting server behind on 
patching, firmware and security updates.
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Infra s truc ture
Vulne ra b ilitie s

Be fore  ….
(Ja nua ry 2021)

Initial vulnerability scan showed 854 vulnerabilities in the environment.
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Infra s truc ture
Re s ilie ncy

Whe re  we  a re  now ….
(July 2021)

 CCure Servers – badging system –
Hardware replaced with new 
equipment and new virtualized server.

 New backup device providing local 
file restoration and both local and 
cloud business continuity.

 New, DAA owned firewall installed

 M365 cloud backups implemented

 Aging computers replaced.  Laptops 
now have docking stations so 
employees can use same computer 
at home and office – reducing cost 
of multiple computers per 
employee.

 New temporary camera and 
microphone system increases ease 
and usability of conference room.
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Infra s truc ture
Vulne ra b ilitie s

Whe re  we  a re  now ….
(July 2021)

 CCure Servers – new badging system 
servers are updated, fully patched, and on 
current, supported software.

 New firewall has web content filtering, 
intrusion prevention and detection, 
backups, and logging.

 Main server is patched, updated and 
maintained.

 Unsupported operating systems on staff 
computers have been replaced, and 
systems are patched and updated.

 Switch and wireless equipment has 
been updated and patched.

 Remote connections to DAA 
network use secure VPN with MFA, 
and M365 logins now use MFA.

 Older, insecure accounting server has 
been archived and shut down.
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Infra s truc ture
Vulne ra b ilitie s

Whe re  we  a re  now ….
(July 2021)

Of the 854 vulnerabilities initially identified, 739 of them (86%) have been 
resolved.  Remaining are in the process of being resolved.
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Policy, 
Proce dure  a nd  

Proce ss

Whe re  we  a re  now ….
(July 2021)

 Created network diagrams

 Created DAA service overview listing all technology related systems, contractors, contacts 
and contract information, along with catalog of actual contracts.

 Implemented Firewall Security Policy

 Created a data backup and retention policy

 Revamped and expanded Business Continuity plan

 Created 5-year IT budget, including capital expenditure plan, monthly services and annual 
costs.

 Implemented and deployed real-time dashboard displaying service and project metrics, 
results of end user satisfaction surveys, and information regarding equipment health, 
security, performance, and inventory.

 Revised employee hiring and termination procedures to include technology-related security 
measures and best practices.
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Implement Risk
Mitigation Plans

Develop Risk 
Mitigation Plans

Identify Risk

Ongoing Risk 
Assessment

Clear and 
Concise Risk 
Visibility

Remediation 
Tools/Processes

Typical Risk Management Framework
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Wha t doe s  

compre he ns ive  

ma na ge d  se rvice  

a nd  cybe rse curity look 

like  toda y ?
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Se rvice  by the  

numbe rs :

Firs t 5 months  

(Fe b  –June  2021)
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Wha t is  coming  ne xt 

for the  Duluth Airport 

Authority?

 Add SIEM (Security Information and Event Management) to firewall at minimum, with 24x7 SOC (Security Operations Center) 

 Replace existing Wireless Internet service that is not properly secured to roof, with fiber Internet that is more 
resilient and faster speeds.

 Discuss overall organizational security and create corporate Security Policy

 Re-run vulnerability scan

 Review additional cybersecurity precautions;  
 Endpoint Detection and Response
 Cloud Detection and Response
 Hard drive encryption
 Email encryption
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Q&A
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